
 The Ultimate SHFT Communication

  Totally Secure and Totally Off-grid



 Have you ever attempted to make a call on you 
cellphone and got one of these messages...



 Have you ever wanted to send a message 
without prying eyes collecting your data?



 Have you ever wanted to share location, with 
family & friends, when out in the woods?



 Like a lot of things in live, a layered approach 
is best. 

 Not all things will work for every situation.

 Everything has it’s Pros and Cons



Cell Phone Calls & Texting

 Cell phones are a modern convenience

 Need cell towers to communicate

 No infrastructure = no communications

 Private? 



Encrypted Messaging Apps

 Needs cell towers or the internet

 Encrypted/private

 Individual or Group comms

 Text, images, video, links, calls, video calls



Ham (AKA Amateur Radio)

 Can talk local, & under the right conditions 
long distances, simplex

 Repeaters can be used to improve range

 Not private

 License required (test & fee)





GMRS

 (General Mobile Radio Service)

 Can talk around the neighborhood/homestead

 Can use repeaters to talk around the county

 Requires license but no test, just pay a fee

 Not private



 Doesn’t require Cell tower or internet networks. 

 No Licenses required

 Can do Direct/DM or Group messaging like Signal app



Meshtastic

 Every Node (radio) is a “repeater”



 Lilygo T-Echo



 Heltec V3 

 In a MuziWorks H1 case 

 Shown with both long & 
short antennas



 RAK Wisblock

 In an Altavox 
case



 Stick a solar powered node on a fence or 
building



 Hang a solar powered node 
from a high spot



 Take it up in a plane, balloon or drone



 Get creative





 * BEFORE PUTTING POWER TO A NEW 
MESHTASTIC RADIO NODE, or turning it on...

 MAKE SURE TO ATTACH A ANTENNA TO 
THE NEW MESHTASTIC RADIO NODE!!!! 

 If you don’t have a antenna on the radio node it 
may burn out without the antenna connected.  



 Updating Node firmware with online tool

 Make sure you are using a DATA 
Cable to connect Node to Computer



 Install Meshtastic App onto Computer, Phone, 
&/or Tablet

https://meshtastic.org/docs/software/web-client/

 For computers, follow 
instrutions to install Web 
Client

 For Android OS

 For iOS



 Once apps are installed….

 Apple iOS will see image to the 
right

 Android OS will see the bottom 
image

 Notice icons for:

 Messages, Nodes, Maps, 
Settings, & “Cloud” for Node 
connected



 Connect you Node to your Phone via Bluetooth

 Click on Settings “gear” 
Icon

 Click on “+” Icon & 
selection you new node 
from pop-up menu

 Get the 06 digit PIN 
from you node’s screen 
and enter it into your 
Phone app’s pop-up 
window



 Setting Node’s Name (Long & Short)

 Remember to 
hit SEND 
button





 Make New Channels



 Change to a Custom Name

 Share with others

 Android scan QR

 Apple share/open URL



 View nodes in range



 Map Viewing Options



 Midwest Fly over

 Driving across Utah



 Las Vegas sampling

 Oklahoma City



 Range test over open ocean 
(ideal conditions)

 157 miles

   Using standard LongFast 
channel setting



 Setting Nodes Role



 Setting GPS on/off





 Setting Max Hops

 You  Destination



 Remember to hit SEND 
button



 Cool Trick…You can:

  Reboot

 Shutdown

 Factory reset

 NodeDB Reset (think delete 
history on your web 
browser)

 All from the “Green” 
buttons @ the bottom if you 
scroll down on your Apps 
RADIO CONFIG menu!



USEFUL LINKS

⚫ https://meshtastic.org/

⚫ https://muzi.works/

⚫ https://atlavox.com/

⚫ https://store.rokland.com/

https://meshtastic.org/
https://muzi.works/
https://atlavox.com/
https://store.rokland.com/
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